IMamsaTKa M0 0€30MACHOCTH MIKOJLHUKOB B ceTu UHTEpHeT

C xax1bIM TOZI0M MOJIOZIEXH B HHTEPHETE CTAHOBUTHCA OOJIbIIE, A IIKOJIBHUKN OJHH U3
CaMbIX aKTUBHBIX I10Jb30Barened Pynera. Mexy TeM, IOMEMO OTPOMHOTIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa namsTKa JODKHA IIOMOYb Tebe 6e301acHo
HAXOJUTHCS B CETH.

KomnbroTrepHbie BUPYCHI

KomnbroTepHslil BUPYC — 3TO pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTPAMM,
OTJIMYUTENLHON 0COOEHHOCTBIO KOTOPOH SIBJISIETCS] CIIOCOOHOCTD K pa3MHOXKEHUI0. B
JIOTIOJTHEHHUE K ATOMY, BUPYCHI MOTYT MOBPEAUTH HJIM TIOJTHOCTBIO YHUUYTOXXUTH BCe (paiiiibl u
JTaHHbIE, IOJKOHTPOJIbHBIE NI0JIb30BATENI0, OT UMEHH KOTOPOI'o ObliIa 3alylleHa 3apaxEHHas
porpaMma, a TaKKe MOBPEANUTH WU J1a)Ke YHUUTOXKUTH ONEPAMOHHYIO CUCTEMY CO BCEMHU
¢aitnamu B 1esioM. B 601bIIMHCTBE CllydaeB pacIpOCTPAHSIOTCA BUPYCHI YepPE3 UHTEPHET.

MeToabl 32a1IMTHI OT BPEIOHOCHBIX MPOrpamMMm:

* Vicnionp3yii COBpeMEHHBIE OIIEPALMOHHBIE CUCTEMBI, UMEIOLIIE CePbE3HBIN YPOBEHb
3aIUTHI OT BPEAOHOCHBIX MPOTPaMM;

* [TocrosiHHO ycTaHaBiIMBal nauTH (LUGPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHABJIMBAIOTCS C LEJIBIO JOPaOOTKH MPOrpaMMbl) U Ipyrue OOHOBIICHHS CBOCH
ornepanroHHOM cucteMbl. CkauuBail X TOJIBKO ¢ ounmanbHoro caifra paspadoruuka OC. Ecin
CYIIECTBYET PEKUM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOUYH €T0;

* OrpaHuyb (U3NYECKUHN TOCTYI K KOMIBIOTEPY AJIsl HIOCTOPOHHUX JIUIL;

* Vicnionp3yii BHEIIHUE HOCUTEHN HHPOPMALINH, TaKUe KaK (IIeliKa, JUCK Win (aili u3
UHTEpHETA, TOJIKO U3 IPOBEPEHHBIX UCTOUHUKOB,;

* PaboTaii Ha cBOeM KOMITbIOTEPE TIOJ] IPaBaMHU MOJIB30BATENs, & HE aJIMUHUCTPATOPA.
OTO0 He MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX POrPaMM MHCTAJIIMPOBATHCSA HA TBOEM
NEPCOHATBHOM KOMITBIOTEPE;

* Vicnionp3yit aHTUBUPYCHBIE IPOTPAMMHBIE IIPOTYKThI U3BECTHBIX POU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

* He oTkpbIBail KOMIbIOTEpHBIE (ailiibl, OTYYEeHHbIE U3 HEHAAEKHBIX HCTOYHHUKOB.
Jlaxxe Te Qailsibl, KOTOpbIE MpHUCIIail TBOW 3HaKOMBIH. Jlyullle yTouHM y HEro, OTHpaBIsl U OH
Tebe ux.

Cern WI-FI

Wi-Fi - 310 He BUJI mepe/iauu JaHHbBIX, HE TEXHOJIOTHs, & BCEro JIUIIb OpeHn, Mapka. Ee
B 1991 roay nunepnanackas komranus 3aperucrpupobaiia operan « WECA», uto o603Havano
cioBocouetanue «Wireless Fidelity», KoTopblil mepeBoauTCs Kak «OecIpoBOAHAS TOYHOCTbY.
Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas SBISIETCS TAKOU )K€ TEXHOJIOTHEH.
Ot1o0 ab6peBuarypa «Wi-Fi». Takoe HazBaHue ObUIO 1aHO C HAMEKOM Ha CTaHJapT BBICIINN
3BykoBo# TexHUKH Hi-Fi, uTo B mepeBosie 03Ha4yaeT «BbICOKAsi TOUHOCTDY.

Jla, 6ecrulaTHBIN HHTEPHET-JIOCTYT B Kage, OTEeNAX U a3poIopTax sIBISIETCS OTINYHOM
BO3MOKHOCTBIO BBIXOZIa B MHTEpHET. HO MHOTHE SKCIIEPTHI CYMTAIOT, YTO 00IIe0CTymHBIe Wi-
Fi cetu He ABNAOTCS G€30MaCHBIMHU.

CoBeTbl 110 Oe30macHOCTH paboTe B 00MIeA0CTYHBIX ceTsix Wi-fi:

* He nepenasaii cBoro inunyto nHpopmaiuio uepes oduienocrynusie Wi-Fi cetu.
PabGoTast B HUX, jKeaTelbHO HEe BBOJUTH ITAPOJH JOCTYIA, JOTHHBI U KaKHe-TO HOMepa;

* Vicnionp3yii 1 OOHOBIISAN aHTUBUPYCHBIE IPOrpaMMBbI U OpaHamayep. TeM camMbIM Thl
obe3omacuiib ce0s OT 3aKaUKu BUPyca Ha TBOE YCTPONCTBO;

* [Ipu ucnons3oBanuu Wi-Fi otkmoun Gynkuio «O0uwmii foctyn K ¢aitiam u
npuHTepamy. JlaHHas QYHKIHS 3aKphITa TI0 YMOJIYaHUIO, OJHAKO HEKOTOPHIE TTOTb30BATENN
aKTUBUPYIOT €€ JUIsl y100CTBa HCIOJIb30BaHus B paboTe win y4eoe;

* He ucnone3yit nyonununsiii WI-FI s nepegaun AMUHbIX JaHHBIX, HAIPUMED IS
BBIX0/Ia B COIIMAJIBHBIC CETH UJIH B AJIEKTPOHHYIO MOYUTY;

* Unonw3y# Tonbpko 3anmuieHnoe coeaquuenune yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-anpeca BBOIU UMEHHO «https://»;

* B MoOusipHOM Tenedone otkiaroun pynknuto «Iloakmodenue k Wi-Fi
aBToMaTtuyeckny». He mormyckait aBTOMaTH4eCcKOro MOAKIIOYEHUs yeTpolicTBa K ceTsm Wi-Fi 6e3
TBOETO COTJIACHSI.



ConunanbHble ceTH

CoumanbHble CeTH aKTUBHO BXOJAT B HAIIlY KH3Hb, MHOTHE JIIOAU PA0OTAIOT U KHUBYT
TaM NOCTOSIHHO, a B Facebook y»ke 3apeructprupoBan MUIUIHApP]] YEIOBEK, YTO SBISETCSA OJHOU
CelbMOM BceX KHUTeJeH TuiaHeTsl. MHOTHE MOJIb30BaTeIH HE MOHUMAIOT, 4TO WH(pOpMAaIHs,
pa3sMelleHHAas UMH B COLIMAIBbHBIX CETAX, MOXKET ObITh HalI€Ha U MCII0JIb30BaHa KEM YI'OJHO, B
TOM YHCJIe HE 00s13aTeNBbHO ¢ OJ1aruMu HaMepEeHHUSIMH.

OcHoBHbBIE COBETHI 10 0€30IIACHOCTH B COLHATIBHBIX CETHAX:

* Orpanuyb CIHUCOK JIpy3ei. Y Te0s B IpY3bAX HE JOJDKHO OBITh CIYyYalHBIX U
HE3HAKOMBIX JIIOJCH;

* 3amuinail cBOIO 4acTHYIO *KHU3Hb. He yka3biBaii nmapoiu, Tenedonsl, agpeca, 1aty
TBOETO POXKJEHHS U APYTI'YIO JIMUHYIO HHPOPMALUIO. 3710yMBIIUIEHHUKH MOTYT HCIIOIb30BATh
Jake HH(POPMAIUIO O TOM, KaK Thl U TBOU POAUTEIN TUIAHUPYETE MPOBECTH KAaHUKYIIbI,

* 3amuinai cBOIO peryTaluio - JepKU ee B YMCTOTE U 3a/1aBail cede BOIpoc: XoTen Obl
ThI, 9TOOBI APYTHE MOJIL30BATEIHN BUJIEIHU, YTO ThI 3arpyxaems? [logymaii, mpexie 4eM 4To-To
OIyOJIMKOBAaTh, HAIIUCATh U 3arPYy3UTh;

* Ecnu ThI roBOpHILIB € JIFOABMH, KOTOPBIX HE 3HAEIlIb, HE UCIIONIb3YH CBOE pPEAIbHOE UM
U JIpYTYIO0 JINYHYIO MH()OpMaIK: UM, MECTO KUTEIbCTBA, MECTO y4eObl U IIpOUee;

* N36eraii pasmemienus gpororpaduii B TaTepHETE, I/1€ THI N300paXKEH HA MECTHOCTH, TIO
KOTOPOU MO>KHO OIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

* [Ipu perucrpanmu B COUATEHON CETH HEOOXOIMMO UCIIOIB30BaTh CIOXKHBIE ITAPOIIH,
cocToslIre u3 OyKB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

o JI51s1 COIMaNIbHOM CETH, TIOYTHI U APYTHX CAUTOB HEOOXOMMO HCIIOJIb30BATh Pa3HbIe
naposu. Toraa eciu Te0s B3710MAIOT, TO 3JI0YMBIIIJIEHHUKH TIOIYYaT JOCTYH TOJIBKO K OJJHOMY
MECTY, a HE BO BCE Ccpa3y.

DJIeKTPOHHBbIE 1eHbIH

DNEKTPOHHBIE JEHBIY — ATO OUEHb YJOOHBIN CIIOCO0 MIIaTEXKEN, 0JTHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

DNEeKTPOHHBIE JEHBIY MOSIBUJINCH COBCEM HEJTAaBHO U IMEHHO H3-3a 3TOI'0 BO MHOTHX
rocyapcTBax O CUX IOp HE IPONUCAHO PO HUX B 3akoHax. B Poccun sxe onn
(GYHKIIMOHUPYIOT U O HUX YK€ MIPOIKCAHO B 3aKOHE, /1€ UX Pa3/JeIsIioT Ha HECKOJIbKO BUJIOB —
AQHOHMMHBIE U HE aHOHUMHBIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeniaercsi IpOBOAUTH ONepanuu 06e3 UIeHTU(PUKALUY TT0JIb30BaTelNIs, @ B HEAHOHUMHBIX
UICHTU(HUKALIMY TI0JIb30BATEINS ABISETCS 0053aTEIbHOM.

Taxxe cnenyeT pa3nuyarh MEKTPOHHBIE (PUaTHBIE AEHBIU (PaBHBI TOCYAapCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHBIE He(hUaTHBIE IEHBIM (HE paBHBI TOCYJAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€301acHON paboTe C INEKTPOHHBIMU JEHbraMU:

* [IpuBsixu K cueTy MOOMIIBHBIN TenedoH. DTo caMblil YIOOHBIN U OBICTPBIN CIOCOO
BOCCTaHOBUTH JOCTYI K cueTry. [IpuBs3aHHbIil TeneoH MOMOXKET, €ciiu 3a0y/ellb CBOI
IUTATEXKHBINA NTApOJIb WIIU 3aiACIIb HA CAlT C HE3HAKOMOI'O YyCTPOUCTBA;

* Vcnone3yii ogHOpa3zoBbie mapoiu. [locie mepexoa Ha YCUTIEHHYIO aBTOPHU3AIIUIO0 TeOe
y’ke He OyeT yrpokaTh ONMACHOCTh KPa)kKH MJIM TIepexBara IJIaTeKHOT0 HapoJis;

* BriGepu crnoxHbli naposb. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBIA MapoJb.
Hanexwnsle maponu — 3T0 napoiu, KOTOpbIe CoJiepkKaT He MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMHUCHBIE OYKBBI, U(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HAK J0JU1apa,
(yHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

* He BBOAM cBOM TMUYHBIE JJaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSEIIb.

DJIEKTPOHHAsI IOYTA

DNeKTpOHHAs 0YTa — 3TO TEXHOJIOTHUS U MPEAOCTaBIsIEMbIE €10 YCIYTH 10 NEPEChUIKE U
MOJIYYEHHUIO AJIEKTPOHHBIX COOOIIECHH, KOTOPbIE PACHIPEEIIAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TTOYTOBBIN SIIUK BBITIISIUT CICIYIOMAM 00pa3oM:
UMs_TI0JIb30BaTesI(@uUMsL_noMeHa. Takke KpoMme nepeadyn MpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTh MepeaaBaTh (paisibl.

OcHOBHBIE COBETHI 110 06€30MacHOi paboTe ¢ IMEKTPOHHOM MOUTOM:

* Hano BbIOpaTh MpaBUIIbHBIN TOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
0eCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE TOBEPATh TEM, KOTO 3HACIIb U KTO TIEpPBHI B
pEUTHHTE;



* He yka3bIBaii B mruHOM noute TM4yHylo HHGopManuio. Hampumep, tydine BEIOpaTh
«My3BIKaNbHBIN _(paHaT@» uu «pok2013» Bmecto «remal3y;

* Mcnionb3yi IBYXATAIHYIO aBTOPU3AIMIO. ITO KOTJa TOMUMO MapOoJsi HYy’KHO BBOJIUTH
KO/, IpUChIIaeMblIit mo SMS;

* BriGepu cnoxHbIN naposb. 11 KaXKa0ro MoYTOBOro AUKA JOKEH OBITh CBOM
HAJCKHBIN, YCTOWYUBBIN K B3JIOMY I1apOJIb;

* Eciiu ecTh BO3MOYKHOCTh HAIIMCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIOIB3YH 3Ty
BO3MO>KHOCTb;

* Mcrionb3yi HECKOJIBKO MOYTOBBIX SMIMKOB. [IepBbIi /17151 YaCTHOM MEPETUCKH C
ajzipecaTamMH, KOTOPBIM ThI I0BEPSIEILb. JTO IEKTPOHHBIN aJpec HE HAJI0 UCII0JIb30BATh IIPU
peructpanuu Ha popymax U cairax;

* He oTkpeiBaii ¢aitinel v Ipyrue BIOKEHUS B TUChbMaX JIaXKe €CJIM OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIH JIU OHU TeOe 3T (aiiisbl;

* [Tocne oxoHyaHus pabOTHI HA TIOYTOBOM CEpPBHUCE MEPE]] 3aKPHITHEM BKJIAJIKHA C CAUTOM
He 3a0y/1b HAXKaTh Ha «BBIATHY.

KubepOyJuIMHT MJIM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOymamHr — mpeciiejoBaHue COOOIICHUSIMH, COIePKAIIMMH OCKOPOJICHMS,
arpeccuio, 3alyruBaHue; XyJIUTraHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3IUYHbBIX
MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PBOE ¢ KHOEPOYILITHHTOM:

* He Opocaiics B 00ii. JIyummmii crioco0: moCOBETOBAaThCS Kak ce0sl BECTH U, €CJIU HET
TOT0, K KOMY MOYKHO OOpaTUThCS, TO BHa4aje YCIOKOUTbCsA. Eciiu Thl HauHelb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHSI, TO TOJIBKO el1le OOJIbIIe pa30XoKelh KOH(IUKT;

* YrpaBisiii cBoeil KubeppernyTanuei;

* AHOHUMHOCTH B ceTH MHUMas. CyIlleCTBYIOT ClIOCOOBI BBIICHUTH, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;

* He cTout BecTu xXynuranckuit o0pa3 BUpTyalibHOI ku3HU. IHTepHET huKcupyeT Bce
TBOU JICHCTBUS U COXPAHSCT UX. Y JAJIUTh UX OYAET KpailHe 3aTPyIHUTEIIBHO;

» Co0nroaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

* Urnopupyit ennHnyHbINd Heratus. OHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JTyYIle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yalbHOU CTaIuH;

* ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSIMHU, B COLIMATBHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIECHU C ONPEETICHHbIX a/IpECOB;

* Ecnu Tb1 cBUzeTeNnb KMOEpOyuHra. TBOM NEHCTBUS: BBICTYIUTH IPOTHUB
IIpECIIE0BaTENs], T0KA3aTh MY, YTO €T0 JIEHCTBUS OLICHUBAKOTCS HETaTUBHO, OJEPKATh
KEPTBY, KOTOPOH HYXHa MCUXO0JIOTUYECKasi TOMOIIlb, COOOIINUTD B3POCIIBIM O (akKTe
arpecCUBHOIO IOBEJCHUS B CETH.

MoOuabHbIii TesieoH

CoBpemeHHbIe cMapT(HOHBI U IUTAHIIETHI CoJiepkKaT B ce0e BIOJIHE B3pOCIbII
(GyHKIIMOHAJ, ¥ TeNepb OHU MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMUA KOMIIBIOTEPAMH.
OpHako, CpeJCTB 3alUTHI 711 TO0OHBIX YCTPOWCTB MOKA OUeHb Majio. TeCTUpOBaHUE U MTOUCK
ySI3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak s 11K, To e camoe kacaercs u
MOOWIBHBIX NpHIIokeHHH. CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl y)Ke MPaKTHUYECKU JTOTHAIN
HACTOJIPHBIC aHAJIOTH, OJTHAKO paciIupeHre GyHKIIMOHAA BICUET 32 COO0M OOJIBIIYIO
CJI0KHOCTBb ¥ MEHBILYIO 3aIIMIEHHOCTD. J[alleko He BCe MPOU3BOJUTEINN BBIITYCKAIOT
0OHOBJIEHHUSI, 3aKPbIBAIOINE KPUTUYECKUE YSA3BUMOCTH JJISi CBOMX YCTPONCTB.

OcHoBHbBIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOWJILHOTO TeJiedoHa:

* Huuero He sBnsercs no-HacTtosieMy OecruiatHbIM. By ocToposkeH, Beab Korja Tebe
npe/iaraloT 6eCIuIaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

* Iymaii, mpexzae yem otnpaBuTh SMS, poTo niau Buzneo. Thl TOUHO 3HAEIIb, I7I€ OHU
OyAyT B KOHEUHOM UTOTE?

* Heo6xo011Mo 0OHOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOETro cMapT(doHa;

* Vcnionp3yit aHTUBUPYCHBIE POTPAMMBI JJIsi MOOMIIBHBIX TeJIe(hOHOB;

* He 3arpyxaii npuinoxeHust OT HEU3BECTHOIO UCTOYHUKA, BE€b OHU MOTYT COJIEPKaTh
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeUeHUE;

* [Tocne TOro Kak ThI BBIMACIIH C CaldTa, T/I€ BBOIMII JTUYHYIO HH(POPMAIIHIO, 32l B
HacTpOWKH Opay3epa u ynanu cookies;



* [Ieprnoauyecku npoBepsil Kakue MIaTHbIE YCIyTd aKTUBUPOBAHBI HA TBOEM HOMEPE;

* JlaBaii cBOii HOMEp MOOMIIBHOTO Tene(oHa TOTBKO JOASIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEpsICUIb;

* Bluetooth momkeH OBITH BBIKITIOUEH, KOT/Ia THl UM HE TOJIb3yelibest. He 3a0biBaii
MHOT A IPOBEPATH ITO.

Online urpsi

CoBpeMeHHBIE OHIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BIICUCHUS,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. Irpoku uccneayrot qaHHbIA UM MUP,
00IIaI0TCs APYT € APYIOM, BBIIOJIHSIOT 3a/laHMs, CPAXKAIOTCA C MOHCTPAMHU U TOJIY4YarOT OIIBIT.
3a yI0BOJIBCTBUE OHU IUIATAT: MOKYIAIOT JUCK, OIIAYMBAIOT a00OHEMEHT WM PUOOpeTaroT
KaKHE-TO OILUH.

Bce a1 cpenctBa nayT Ha NoAepKaHUE U Pa3BUTUE UIPBI, @ TAK)KE HA CaMy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMHU, BBIITYCKAIOTCSl HOBBIE ITATUU
(un¢poBbIe 3aMIATKU AJIS1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEpBEpOB. B mogoOHbBIX Urpax
CTOHUT OIIACaThCS HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaXkM TBOETO IapoJisl, Ha KOTOPOM
OCHOBaHa CHUCTEMa aBTOpU3aLMK OOJILIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOETO UTPOBOI'0 aKKayHTa:

* Eciiu npyroit urpok BegeT cedst II0X0 WK CO3/1aeT Tebe HePUATHOCTH, 3a0JIOKHPYH
€ro B CIIMCKE UTPOKOB;

* [Toxxanmyiicst aIMUHUCTpAaTOpaM UIPbl HA TI0XOE MOBEJECHUE 3TOT0 UTPOKA, HKEIATEIBHO
IIPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

* He yka3pIBaii muunyto nHpopmanuio B mpodaiisie urpsr,

* YBakall Ipyrux y4acTHUKOB II0 UTPE;

* He ycranaBnuBaii HeopunanbHbIe TATYH U MOJIBI;

* Mcnionb3yii CI0XKHBIE U pa3HbIE APOJI;

* Jlaxxe BO BpeMs UI'PbI HE CTOUT OTKJIIOYaTh aHTUBHpPYC. [I0Ka ThI Urpaems, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

OUILKHT WU Kpayka JIMYHBIX JaHHBIX

OObIuHOM Kpakell IeHer 1 JOKYMEHTOB CEro/IHs Y>K€ HUKOro He yAuBHUfIlb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUN 37TI0YMBIIIUIEHHUKH IEPEMECTUIIUCH B UHTEPHET, U
IPOIOJDKAIOT 3aHUMAThCS «WTIOOMMBIM» 1eJI0M. Tak MosiBUIach HOBast yrpo3a: HHTEPHET-
MOILIEHHUYECTBA WK (PUILUHT, [JIaBHAA 1[€1b KOTOPOTO COCTOUT B MOJIyYEHUU
KOH(HIEHIIMATIBHBIX JaHHBIX I10JIb30BaTeNlell — JOTMHOB U naposieil. Ha anrnuiickom si3bike
phishing unTaercs kak ¢pummHr (ot fishing — priOHas 0BIIsA, pasSWOrd — naposb).

OcHoBHBIE cOBeThI 10 0opble ¢ GUIIMHIOM:

 Ciieu 3a cBOUM akkayHTOM. Eciiu Tl mof03peBaeliib, YTO TBOSI aHKETa Obljia B3JIOMaHa,
TO HE00XOAUMO 3a0JI0KUPOBATh €€ U COOOLIUTh a]IMUHUCTPAaTOpaM pecypca 00 3TOM Kak MOKHO
CKopee;

* Ucnonp3yit 6e30nacHble BeO-caifThl, B TOM YHCIIE, HHTEPHET-Mara3uHoOB U OUCKOBBIX
CHUCTEM;

* Vcnionp3yi clioskHbIe M pa3Hble Mapoiu. Takum oOpa3oM, eciu Te0st B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOJIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

* Eciiu Te6s1 B3110MaIn, TO HEOOXOMMO MPEAYNPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
N00aBIICHBI y T€0S B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyJieT
pacchlIaThes CIaM M CChUIKM Ha (PUITMHTOBBIE CAMTHI;

* Ycranosu HajexHbid napoiib (PIN) Ha MoOMIIBHEI TenedoH;

* OTKJII0YM COXpaHEeHHe MapoJis B Opaysepe;

* He otkpbIBaii ¢aiinbl v Ipyrue BIOKEHUS B MUChbMaX Jake €CJIM OHU MPUIILIH OT TBOMX
npys3eil. Jlydine yTouHM y HUX, OTHPABIISUIN JIM OHU TeOe 3T (aiiibl;

Hudposas pemyrarus

[udposas penyTranus - 5T0 HETaTUBHAs UM MMO3UTHBHAS MH(OpPMAIU B CeTH O Tebe.
Komnpomerupytomias utHGpopmalius pa3MenieHHas B MHTEPHETE MOKET CEPbE3HBIM 00pazomM
OTpa3uThcs Ha TBOEH peasbHOM ku3HU. «{udpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyeTcst u3 nHGopManuu 0 Tebe B MHTEpHETE. TBOE MECTO KUTEIHCTBA, Y4€Obl, TBOE
(uHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapaKTepa U paccKa3bl 0 OJIM3KUX — BCE 3TO
HAKaIlJIMBAeTCs B CETH.



MHorue noapoCTKH JIETKOMBICJICHHO OTHOCSTCS K IMyOJIMKAIINK TUYHON HHOpMAIIIH B
NHuTtepHeTe, HE TOHMMAs BO3MOKHBIX MOCIEACTBUM. ThI 1ake HE CMOKEIIb J0TraaTbCsl O TOM,
yTto pororpadusi, pasmerieHHas 5 JeT Ha3a/l, CTala MPUINHON O0TKa3a MPUHATH T€OS Ha padoTy.
KommenTapuu, pa3menieHue TBoux Gororpaduii u qpyrue AeHCTBHUS MOTYT HE HCUE3HYThH JTaXKe
MOCJie TOro, KaK Thl UX yJalulIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY HHPOPMAIIHIO, TOMaia JIu
OHA B IMOMCKOBBIC CUCTEMBI M COXPAaHUJIACH JIU OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e
OKpYKarollee JIAH, KOTOpble HalAYyT U YBUIAT 3T0. Haiitu nHbOopMaIuio MHOTO JIET CITYCTs
CMOXeT JII000# — Kak 13 J0OPbIX TOOYXKIEHHH, TaK U ¢ HAMEPEHUEM NPUYUHHUTD Bpel. DTO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3a1uTe HM(pPoOBoIi penmyTanuu:

* [Togymaii, mpexie 4em 4To-TO MyOJUKOBATh U MepeaaBarh y ce0si B 6Jiore WiH B
COIIMAILHOM CETH,

* B Hactpoiikax npouis yCTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO NpOouUIIsl U €ro
COJIEPKUMOTO, C/IeJIald €ro TOJIBKO ISl IPY3eh»;

* He pa3memaii u He yka3biBail nH(OpMaIINIO, KOTOpPask MOKET KOT0-JINO0 OCKOPOIIATH
WA OOMKATh.

ABTOpCKOE IIPaBo

CoBpeMeHHBIE MKOJIbHUKHA— aKTHBHBIC TIOJIb30BaTEIH IU(POBOTO MPOCTPAHCTBA.
OpaHako JaneKko He BCE 3HAIOT, UTO MOJIb30BAaHHE MHOTUMHU BO3MOXKHOCTSIMHU LIU(PPOBOTO MHUpa
TpeOyeT COOI0ICHNS TPaB HA MHTEIUICKTYyaTbHYI COOCTBEHHOCTD.

TepMuH «uHTeIEKTyallbHas COOCTBEHHOCTHY» OTHOCHUTCS K PAa3TUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAYMHAas ¢ HOBBIX M300PETCHHIA U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH , U 3aKaH4YMBasi KHUTaMu, potorpadusiMu, KHHOPUIbBMAMU U
MY3BIKQIBHBIMU POU3BEICHUSIMHU.

ABTOpCKHe NIPaBa — 3TO MpaBa Ha MHTEJUIEKTYAIbHYIO COOCTBEHHOCTh Ha MIPOU3BEICHUS
HAYKH, JIMTEPATypbl U UCKYCCTBA. ABTOPCKHUE IIpaBa BHICTYMNAIOT B KQU€CTBE rapaHTUU TOTO, UTO
MHTEJJICKTYaIbHBIH/ TBOPUECKUN TPYA aBTOpA HE OyAEeT HANpacHBIM, 1aCT €My CIIPaBEeITUBbIC
BO3MO>KHOCTH 3apab0TaTh Ha PE3yJIbTaTaxX CBOETO TPY/ia, MOJYYHTh U3BECTHOCTD U MIPU3HAHHUE.
Huxkto 0e3 paspenieHus aBTopa He MOKET BOCIIPOM3BOIUTH €T0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
MyOJIUYHO IEMOHCTPUPOBATH, MPOIABaTh, HMIIOPTUPOBATH, TyCKATh B MPOKAT, MyOIMYHO
UCTIOJNTHSATH, MIOKA3bIBATh/UCIIONHATH B 2dUpe WiK pa3Meniath B UHTepHeTe.

Hcnonbs3oBanne «mupaTcKoOroy MporpaMMHOTO 00eCIieYeHUs MOKET MPUBECTH K MHOTHM
pHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM 710 OJIOKUPOBKHU TBOETO YCTPOICTBA, T/ie
YCTaHOBJICHHBINM HE JierajibHast mporpaMMa. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
nerajgbHbIe U OECIIaTHBIE MPOTPaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.



